
QUICK TIPS 

(--THIS SECTION DOES NOT PRINT--) 
 

This PowerPoint template requires basic PowerPoint 

(version 2007 or newer) skills. Below is a list of 

commonly asked questions specific to this template.  

If you are using an older version of PowerPoint some 

template features may not work properly. 

 

Using the template 
 

Verifying the quality of your graphics 

Go to the VIEW menu and click on ZOOM to set your 

preferred magnification. This template is at 100% 

the size of the final poster. All text and graphics will 

be printed at 100% their size. To see what your 

poster will look like when printed, set the zoom to 

100% and evaluate the quality of all your graphics 

before you submit your poster for printing. 

 

Using the placeholders 

To add text to this template click inside a 

placeholder and type in or paste your text. To move 

a placeholder, click on it once (to select it), place 

your cursor on its frame and your cursor will change 

to this symbol:         Then, click once and drag it to 

its new location where you can resize it as needed. 

Additional placeholders can be found on the left 

side of this template. 

 

Modifying the layout 

This template has four 

different column layouts.  

Right-click your mouse 

on the background and  

click on “Layout” to see  

the layout options. 

The columns in the provided layouts are fixed and 

cannot be moved but advanced users can modify any 

layout by going to VIEW and then SLIDE MASTER. 

 

Importing text and graphics from external sources 

TEXT: Paste or type your text into a pre-existing 

placeholder or drag in a new placeholder from the 

left side of the template. Move it anywhere as 

needed. 

PHOTOS: Drag in a picture placeholder, size it first, 

click in it and insert a photo from the menu. 

TABLES: You can copy and paste a table from an 

external document onto this poster template. To 

adjust  the way the text fits within the cells of a 

table that has been pasted, right-click on the table, 

click FORMAT SHAPE  then click on TEXT BOX and 

change the INTERNAL MARGIN values to 0.25 

 

Modifying the color scheme 

To change the color scheme of this template go to 

the “Design” menu and click on “Colors”. You can 

choose from the provide color combinations or you 

can create your own. 

 

 
 

 

 

 

 

QUICK DESIGN GUIDE 
(--THIS SECTION DOES NOT PRINT--) 

 

This PowerPoint 2007 template produces a 36”x48” 

professional  poster. It will save you valuable time 

placing titles, subtitles, text, and graphics.  

 

Use it to create your presentation. Then send it to 

PosterPresentations.com for premium quality, same 

day affordable printing. 

 

We provide a series of online tutorials that will 

guide you through the poster design process and 

answer your poster production questions.  

 

View our online tutorials at: 

 http://bit.ly/Poster_creation_help  

(copy and paste the link into your web browser). 

 

For assistance and to order your printed poster call 

PosterPresentations.com at 1.866.649.3004 

 

 

Object Placeholders 

 
Use the placeholders provided below to add new 

elements to your poster: Drag a placeholder onto 

the poster area, size it, and click it to edit. 

 

Section Header placeholder 

Move this preformatted section header placeholder 

to the poster area to add another section header. 

Use section headers to separate topics or concepts 

within your presentation.  

 

 

 

Text placeholder 

Move this preformatted text placeholder to the 

poster to add a new body of text. 

 

 

 

 

Picture placeholder 

Move this graphic placeholder onto your poster, size 

it first, and then click it to add a picture to the 

poster. 

 

 

 

 

 

 

 
 

 

 

 

RESEARCH POSTER PRESENTATION DESIGN © 2011 

www.PosterPresentations.com 

©  2011 PosterPresentations.com 
    2117 Fourth Street , Unit C 
    Berkeley CA 94710 
    posterpresenter@gmail.com 

Student discounts are available on our Facebook page. 

Go to PosterPresentations.com and click on the FB icon.  

• Realize an equivalent variant: Rabin-OT (ROT) from OCF 
 
 
 

 
 
• (Standard) transform from ROT to (1-out-2) OT [Cre87] 

Construction in a Nutshell:  

We follow the structure in [BBCS92] 

Lifting Completeness to Quantum World 

Positive Side:  honest players with quantum power  

 Feasible: Identity function (feasible ones are usually trivial) 

 Complete: Oblivious Transfer (OT) 

 𝒰 also contains reactive functionalities, e.g., Commitment (COM) 

𝑓𝐵(𝑥, 𝑦) 

Feasibility and Completeness of Cryptographic Tasks 

in the Quantum World  

Introduction 

Madhav Jha and Sofya Raskhodnikova 

Natural question: 

Systematic study mainly on a sub-family [MPR09,MPR10,KMQ11] 

𝒰 = 𝐹: finite domain, deterministic  

• Examples in 𝒰: 

Jonathan Katz*, Fang Song**, Hong-Sheng Zhou*, Vassilis Zikas* 

Introduction 

2-Party Secure Function Evaluation (SFE) 

Sublinear Algorithms 

Stepping into a Quantum World 

Our Results 

Our Approach 

Fact [MPR10] ∀𝐹 ∈ 𝒰, 𝐹 is either 
feasible or one of the following 
holds 

1. OT ⊆𝑠 𝐹 

2. COM ⊆𝑠 𝐹 

3. XOR ⊆𝑠 𝐹 

4. CC ⊆𝑠 𝐹 

Proving Quantum Computational 0/1 Law 

• Is XOR complete in the quantum statistical setting? 

 Conjecture: NO! and infinite hierarchy still exists 

• What is the minimal computational assumption that suffices for 0/1 law in 
the quantum computational setting? 

• Extending to larger class of functionalities 

 E.g., randomized, infinite domain 
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NP 
Complete 

P 

 Complete 

Feasible 

Analogous to Computational Complexity  

DEF. Call 𝐹 complete,  
if for any functionality 𝐺, 𝐺 ⊆ 𝐹. 

DEF. Call 𝐹 feasible,  
if 𝐹 ⊆ authenticated channel. 

Possible changes: 
 P3: some infeasible (including complete) 𝐹 

becomes feasible 
 P4: some incomplete (including feasible) 𝐹 

becomes complete 

• Quantum Key Exchange [BB84] 

• Quantum OT protocol from Commitment, i.e. 𝑂𝑇 ⊆ 𝐶𝑂𝑀  [BBCS92] 

Classically, provably no statistical secure protocols for such tasks 

Existing Tools 
1. Quantum Lifting Lemma [Unruh10]:  
     classical-statistical security  quantum-statistical security   
2. COM and XOR are quantum computationally compelte (with proper 

computational assumptions) [HSS11] 

Issue: dishonest Bob can measure after receiving 𝜃, and always recover 𝑏!  

Fix: Alice tests whether Bob did the measurement 

using CC  Similar to the “commit-&-open” technique in [BBCS92] 

1. Alice picks bit 𝑐 at random  
2. Alice and Bob send 𝑐 and 𝑥′ to 

CC, and get 𝑐 ⋅ 𝑥′ and 𝑐 resp.  
3. Bob sends 𝜃′ to Alice if 𝑐 = 1. 
4. If 𝜃′ = 𝜃 but 𝑥′ ≠ 𝑥, Alice 

aborts. 

CC 

𝑐 ∈𝑅 {0,1} 

𝑐 

𝑥′ 

𝑐 ⋅ 𝑥’ 
𝑐 ⋅ 𝜃′ 

If 𝜃′ = 𝜃  
𝑥′ = 𝑥? 

Checking Subroutine 

Claim. Alice catches any dishonest Bob w. p. ≥ 1/8 

Proof. With probability ¼, 𝑐 = 1 & 𝜃′ = 𝜃, but in this case any Bob 
guesses right (it he didn’t measure), i.e. 𝑥′ = 𝑥 w.p. at most ½ because 
𝑥 is a random bit. Therefore w.p. at lest 1/8, Bob will get caught. 

A Peek on the Security Proof of OT Protocol Π 

• Let 𝑥 = 𝑥𝑖 = 𝑥𝑖
′: 𝑖 ∈ 𝐼0 , 𝑦 = 𝑥𝑖: 𝑖 ∈ 𝐼1 , 𝑧 = 𝑥𝑖

′: 𝑖 ∈ 𝐼1 ,  
• Checking step leaves 𝑥, 𝑦  to Alice and (𝑥, 𝑧) to Bob; 
• Guarantee: 𝑦 still appear random to Bob (i.e., conditional min entropy high) 
• Mask 𝑏𝑠 with 𝑥  Bob can recover 𝑏 
• Mask 𝑏1−𝑠 with 𝑦  Bob get nothing about 𝑏1−𝑠 (this is a one-time pad!) 
• Formal argument generalizes a quantum sampling framework in 

[BoumanFehr10] to a new setting (maybe of independent interest) 

Warning: the order of sending 𝑏′ and 𝜃′ matters 
 

𝐹𝑓 
𝑥 𝑦 

𝑓𝐴(𝑥, 𝑦) 𝑓𝐵(𝑥, 𝑦) 

Ideal Functionality 𝐹 

Alice Bob 

Protocol 

Two players want to jointly evaluate a 
function 𝑓 = (𝑓𝐴, 𝑓𝐵), abstracted as 
an ideal functionality 𝐹𝑓 

Goal: design a secure protocol to realize 𝐹 
• Correctness: get correct outputs 
• Privacy: Bob does not learn anything 

about 𝑥 beyond 𝑓𝐵(𝑥, 𝑦); same for 
Alice 

Classical feasibility ≡ Quantum feasibility Claim 2  

One Subtlety: 

NO! 
• commitment is not realizable even by quantum protocols if no 

extra trusted setup  available (quantum analogue of [CF01]) 

Technical Contribution: Generalize a framework for proving  security of a 
class of quantum protocols 

Question: 

Could complete functionalities collapse to being feasible? 

YES! by Key Lemma 

Is CC complete quantumly? 

Classical completeness  Quantum Completeness  Claim 1 

Warning: the order of sending 𝑥′ and 𝜃′ matters 

COM(𝜃′, 𝑥′) 

Open 

*Department of Computer Science, University of Maryland 
**Department of Computer Science and Engineering, The Pennsylvania State University 

 

𝑦 𝑥 

𝑓𝐴(𝑥, 𝑦) 

Computational landscape of 𝒰 Statistical landscape of 𝒰 

0/1 Law 
[MPR10] 

Complicated 

(No 0/1 Law) 
[MPR09,KMQ11] 

How would the classical pictures change? 

Negative Side:  adversaries with quantum power 

We work under the universal-composable security framework 
[DM00,Can01,Unr10]; in both computational and statistical settings. 

adversaries have bounded 
computational power adversaries are unbounded  

1. Quantum computational landscape unchanged 

2. Statistically: multiple classes collapse to three classes 

Theorem (Quantum 0/1 Law) ∀𝐹 ∈ 𝒰, 𝐹 is either 
feasible or complete and they don’t collapse. 

Feasible 

Complete 

XOR +  Theorem ∀𝐹 ∈ 𝒰, one of the two cases is true :  
1) 𝐹 is feasible; 2) 𝐹 is complete or XOR-like 
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Key Lemma: There is a quantum  protocol Π statistically realize OT from CC 

OT 
𝑏0, 𝑏1 ∈  {0,1} 𝑠 ∈ 0,1  

𝑏𝑠 

1-out -2 OT Functionality 

CC 

𝑎 ∈ {0,1} 

𝑎 

𝑏 ∈ {0,1} 

𝑎 ⋅ 𝑏 

Cut-&-Choose (CC) Functionality 

• Alice chooses to observe Bob’s bit 

• Bob always sees Alice’s bit 

Classical characterization of 𝒰 [MPR10] 

Feasible 

s OT 

s 
COM 

c 

s 
CC 

c 

Q: quantum security 

XOR 
c s 
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Q 

Q 

Q 

Q Q 

Q Q 
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Lifting Feasibility to Quantum World 

Statistical Landscape 

Feasible 

OT 

COM 

CC 
XOR 

? 

Classical World [MPR09] Quantum World 

: an infinite hierarchy  0/XOR+/1 Law 

Constructing OT from CC 

Correctness 
• measure in wrong basis gives a 

random bit 
• 𝜃 is randomly chosen 
 w. p. ½, get 𝑥′ = 𝑥; w. p. ½, get 𝑥′ =⊥ 

1. Alice picks at random one 
of two bases 𝜃 ∈ {𝐵, 𝑅} to 
encode a random 𝑥  
 
 
 
 
 

2. Bob measures in a 
randomly chosen basis 𝜃′.   

3. Alice sends 𝜃 to Bob. 

𝜃 1 0 𝑥 

BLUE 

RED 

e.g., 𝑥 = 1 
𝜃 = 𝐵 

𝜃′ = 𝐵: 𝑥′ = 1 
𝜃′ = 𝑅: 𝑥′ = ⊥ 

Measure in random 𝜃′ 

𝑥 𝑥′ 

A Basic Quantum OCF Protocol  

Full Protocol: OT from CC 

• Alice picks 𝑥1, … , 𝑥𝑛 at random, and 
encodes them in random bases {𝜃𝑖} 

• Bob measures in random bases {𝜃𝑖
′} 

and obtains  {𝑥𝑖
′} 

• Alice picks 𝑐1, … , 𝑐𝑛 at random, runs 
the checking subroutine. 

• Alice aborts if inconsistency ever 
occurs 

• Bob aborts if Alice checks too many 
positions, say 𝑖: 𝑐𝑖 = 1 ≥ 3𝑛/5 

• Alice and Bob discard the positions 
that have been checked 

• 𝐼0 contains positions that Bob has 
correct measurement outcomes 
𝑥𝑖

′ = 𝑥𝑖 
• Bob send 𝐼0, 𝐼1 according to his 

chosen bit 𝑠 

• Alice masks 𝑏0, 𝑏1; and Bob recovers 
𝑏𝑠 

𝐼𝑠, 𝐼1−𝑠  
𝐼0 = 𝑖: 𝜃𝑖

′ = 𝜃𝑖  
𝐼1 = 𝑖: 𝜃𝑖

′ ≠ 𝜃𝑖  

Measure in {𝜃𝑖
′}  {𝑥𝑖

′} 

𝑏′ ≔ 𝑚𝑠 ⊕𝑖∈𝐼0
𝑥𝑖

′ 

𝑚0 ≔ 𝑏0 ⊕𝑖∈𝐼𝑠
𝑥𝑖 

𝑚1 ≔ 𝑏1 ⊕𝑖∈𝐼1−𝑠
𝑥𝑖 

OT Protocol Π using CC  

1. Preparation 

2. Checking 

3. Index Set Partitioning 

4. Message Transferring  

CC 
𝑐1 

𝑐1 

𝑥1
′  

𝑐1 ⋅ 𝑥1
′  

𝑐1 ⋅ 𝜃1
′  

CC 
𝑐𝑛 

𝑐𝑛 

𝑥𝑛
′  

𝑐𝑛 ⋅ 𝑥n
′  

𝑐𝑛 ⋅ 𝜃𝑛
′  

{𝜃𝑖 , 𝑥𝑖} 

𝑏0, 𝑏1 𝑠 

Open Questions 

1. Weakly secure quantum protocol 
for Oblivious Coin-Flipping (OCF) 

 

2. A checking subroutine that 
augments to standard security 

 

3. Transforming  OCF to OT 

 

Feasible 

Complete 

Feasible 

Complete 

Feasible 

Complete 

? ?  

OCF 
𝑥 ∈𝑅 {0,1} 𝑥 w. p. 1/2 

⊥ w. p. 1/2 

OCF Functionality 

ROT 
𝑏 ∈ {0,1} 𝑏 w. p. 1/2 

⊥ w. p. 1/2 

ROT Functionality 

2. Checking subroutine 

1. Weakly secure quantum OCF protocol [BB84,BBCS92] 

3. Converting OCF to OT 

ROT protocl from OCF 

𝑥 ∈𝑅 {0,1} 𝑥 or ⊥ 
OCF 

𝑏 ⊕ 𝑥 

Feasible 

Complete 

Feasible 

OT 

COM 

CC 
XOR 

Notation: 𝐺 ⊆ 𝐹 means that we can 
realize 𝐺, given 𝐹 as trusted setup. 

⊆𝑠 means the reduction 
achieves statistical security 
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OCF is  non-standard; mainly for presentation purpose 

We realize the Checking subroutine (step 2) using CC ([BBCS92] uses COM) 
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