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0 warm up exercises

Algebra A t n closure
I

semigroup associativity

mtnoid identity e

a where do they belong
E PEX 0 Mn

montid Mu uxh matrices

Algebra
e 1n

it Q E

653772 IN A algebra

b which are commutative
All but Mn

c 2s any one a sub algebra of another

10 t is subalgebraof CR.tl
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a Basics of groups
Groupe monoid inverse

DEI G o 0 G G G is a group
if satisfying

monoid
Associality a b CEG

Cob 02 do boz

Identity EEG s t CEG
aoe a

Inverse at G 7 a EG
sit aoa a a e

1 a is called inverse of a a

E t R 01

up commutativity
a b a b boa
EG

A 30,17 bit wise or

2 2 tn
Zi Xi Yi

Claire A is agroup Abelian



1 Assoc y Z 1y z

identity e o x 0

Inverse Xn A
X a

sit e 0

a 391 a a 0
2 A first touch on cryptography
a
Zany L secret key

I 14EEIiE
ME 0,13

m plaintext
C ciphertext

EN No learn m

is murtissumed to be
known by all esp.at ess

Enc Cm k C

Dez G K m
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c Detime pad OTP

KeyGen K 0,13
I uniformly random

E on input me 0,13

C M K

D on ciphertext c

m k
M K

M k K

M on

m
Ce

correctness A B

Security
observe e

infer m

observation worksinanys.ro
key exchange



5
3 Number theory in 30 mins
a Divisibility

integers 2 1,0 1 2

AEE 11911 length of binary rep
11511 3

so 1 3
K n k divides a 3 15

Fe number p
732 divisions are 1 p
a w composite number

integerop's
atb a b a b n bit
Oln 01h2

meas complexity bit ops

b modular arithmetic

a NEZ N 2

a IN
remainderquItient

9 b NEE write a b mod

modulus

if a b some remainders
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divided by N

Em 0 N 13
mod add modn N

mod melt modn N

N 15 2 14 med 5
3 9 12 modis

AEEN has a unique additive inverse
BEEN sit atb o modN

CI CEN n is a

group
not always a EEN mut inverses

s t a a 1 mod N

EX N 6 9 2 6
2 1 2

mod6

greatest common divisor god
god a b largest int

that divides and b
god 6,107 2
Enlidean alg computes ged a b
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in poly Hall 11611 a

7h1 AEEN has an mult inverse

if god
Iptime

I a EEN god ca n 13
Ex I

I It N is a
group

Euler's function N IN
FACT P FEE 1

Modular exponentiation
MEAN b 0

abmodna
ji.hn

man

Repeated squaringalg
TmedN in polycall 11,4

Time Euler's thm

If Nyz attn then



4 Factoring PSA 8

p.ae p.eu bit randomprime
Goal find p
Bestfulknown exp

n log
classical

b RSA problem
consider EÑ N 125
P E n bit random prime
N p
Pick Entity Énodffcomputed

Two functions
Fe EE Ent Fa Ent at

modn y ydmodn
Zlaim Fe Fd

Eat Fd Fe x x

PI x Felx modN
F x xejd

xed xk.HN med N

ed k N 1 19 7
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2g inverting is hard

if d is unknown

c Exchange a key in public
Alice Be b

N p.ge d Ent

yd
Ear mputey xem.IN

Ertkey


