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WeOve seen many cryptographic
constructions (new & old) E

E but, are they secure against
classial & quantum attacks?



Recall: two necessary pleces of security

______________________________________________________________________________________________

l.e. are the computational assumptlons reatyun® |
I EXIs it ok to assume that Sifinction is ONEWAY '

_______________________________________________________________________________________________

I Complexity (lower bound): ex. solving A is no easier than some
I Algorithms (upper bound): ex. best algorithm need®o000 long time

2. Are the schemes secure against quantum attacks?

I Our focus: Provable security (lowerbound)
I Formal proof (whenever possible): Breaking scheme is no easier than solving A

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————

, NOT TRUE!
'Proving security againstassical attacks! Security againsgjuantum attackS

__________________________________________________________________________________________________________________

I Practicabecurity (upper bound): ex. Best effort unable to bréak



(Quantum) Hardness of
candidate problems



Overview of general quantum algorithms

| GroverOs quantum search: generic quadratic speedup
I Hidden Subgroup Problem (HSP): exponential speedup exists

: S =rear s QuantumAlgorithm _
Problem ! Reduction SEona —  Solution to !
- group !

Computational Problems HSP on G | L

[Shoroq Factoring ! T =
Discrete logarithm Ly frrr —

Principal Ideal Problem
[EHKS14, BS16]

I abelian! lefficient qguantum alg-0urier Sampling
I I nonabelianefficientquantum algoften unknown

Continuous! '




Lattice problems: lower bound

= o(logn)'~* \V/n n y~n 11 lattice

| | | | dimension

NP-hard* € coNP  (some) crypto e P

[Ajt98,...,HR07] [GG98,AR05] [Ajt96.. . ., [LLL82,Sch87]
MR04,Reqg05] Curtesy ofPeikert

I Worst-case: NP-hard
| Surprising & unique:Worst -case! average -case NI TNEY
Theorenuif ' 11T hard In worstcase, then Sifeinctionis oneway.

‘NP -hard : SAT! SVP (unlikely to have efficient algorithms)
'Worst -case: for all lattices, do there exist one (or more) on which SVP is hard’P

iAverage - case: sample a lattice at random (not necessarily uniform), is SVP h:ard’?



Lattice problems: classical algorithms

| Lattice basis reduction | OCleverO Brute Force
| Find OshortO & OorthogonalO basis | Mexactd solution, exponential time

| OefficientO but approx. solutlon
S ElEnumeration  [Kannan833NR14

1P fime poly(n) space

__________________________________________________________________________________________________________

r'iék"z' "(Bi&é'k'f{&ir'k'{ri'etiiil'c')'t'é{r'é'\})'" . Sieving [AKS01,NV08,MV10a,MVIpb:

‘1 k-block generalization of LLL - D||§c':r”e’Ee Gauss-Sampling [ADRS13: :

e T I S time & space ,
t Often interplay = g

| In practice:BKZ 2.0 [CN11]
I BKZ + [GNR10] enumeration for #lock

Upshot Best knowrclassicaalgorithm for! 11 1'1 1,1+ needs exponential time.



Lattice problems: guantum algorithms

| GroverQOs search algorithm
| Better exponential enumeration & sieetgOaiPT13

I Connection to HSP on dihedral group [ Regev04]
l UniqgueSVP & BDDO (standard approach to) dihedrelSP [not solved so far]

| 11l Break lattice -based cryptosystems
I [EHKS, BS16] quantum PIP algorithnC&[S15,CDPR16] classical procedure
| Efficient quantum algorithm for a OrstandardO lattice problem
| Several cryptosystems are actually based on this prob#m[GGH13,CGSE]

COUANTA maGAZINE

CRYPTOGRAPHY

A Tricky Path to Quantum-
Safe Encryption



Breaking some lattice crypto

| For efficiency, often use problems in lattices with more  structures

| Short-PIP based cryptosysfems are broken!

cSmartV10
- : dGargGH13
FHE, Multilinearmapping, ... S——
broken ‘CramerDPR15
Find ashort SR (m— OUT quantum algGOs
generator = T ~ canfind a generator
a principaideal I A

""""""""""""""""""""""""""""""""""""""""""""""""""

Classical procedureeduce size of§
~generatorin cyclotomicfieldsf



Coding problems: lower bound

I Worst-case: NP-hard
| Decoding generdlnear code BerlekampMTOJS8
I ReedSolomon codelérge error) [GuruswamiVvo5]
* Binary code (as used in crypto)?

* Random instance in crypto: hopefully hard
* “obfuscate” easy instances

Assumption 1 Assumption 2

Decoding randomlinear code hard Random code = “Obf” Goppa code
* Binary:Learning Parity with noise (LPN)



Coding problems: algorithms

1. Decoding random linear code 2. Randontode! GDbfOGoppe?
| “Clever” Brute-Force | Structural attacks

Information  Set Decoding . Distinguisher for high - rate
[LeeBrickellg9,Leon88,Sterngs BIMM12]  Goppa code[Faugeretal. 2013]

__________________________________________________________

Giveni!i W4, Findiw. L+ v " AlgBsfor Code Equivalence

! |
Lavon !t BEE ) 1 Support Splitting I[SendruerOO]
| Assumel!l EEIEEEEG) . Exponentialin !t 1171

__________________________________________________________

Lt b1 rsearch! columnsin ! Mind your Code
Q whose sum has distande! ! to ! | pany other codes unsafe: Rebtuller, E

Algorithm ! 11171 Time I Original proposal oMcEliecestill OK
randompermute! ! permute! to format (*)



Coding problems: guantum algorithms

I An OindicatorO of guantum hardness [DinhMR11]

McEliece ovelGoppacode! HSP on G EEERSEEEUCECULISHIsEREMIYIGHY

________________________________________ L

'QuantumFourier SamplinlOT enough for this HSP |

How to interpret
I Interestingsame QFS technique solves factoring/DL

I Boundarya natural attack seems difficult
I (improper) analogue: reduce to 3 -SAT

I Need more people from quantum computing!



Multivariate Quadratic Equations

Given:  (x, ! 11,) ! 1,1i1 1111 IFind! .

| Hardness (lower bound)
I Worst-case: NFhard
I Random instance in Crypto: hopefully hard

= Algorithms (upper bound)

-------------------------------------------------------------------------------------------------------------------------

Grobner basis [Buchberger65,EderFaugerg1l4 Isomorphism of

| Analogue: Gaussiareliminationof linearsystems | ;Polynomials [Patarin96, BFV-f]r?

' Compute GB: exponential time whéen ! ! (1)

____________________________________________________________________________

| Quantum Algorithms
I Awaiting more effort & workforce



Provable quantum security



| Classical Security proofs
| Lattice crypto: default
I Code crypto:sometimes

yroblem ! | Rarely prove against quantum attack
ISecurity model inadequate J— | breaks
or quantum attackers \, B Encryption
i D
I Quantumsecurity models Short ‘g,, T
Still at early stagesfi4Hssis vector” “eE
l!JCIassicaI proofs can fall Assume attacker A breaks scheme,

against quantum attackers ! ConstructB from! solvinghardproblem!



|. Difficulty of quantum rewmdlng

I Rewinding argument
| Take snapshot ofreadversary& continue
I LaterOrewind@ restart from snapshot

I Rewinding quantum adversary difficult

| Cannotcopy unknown quantum state _ _
| Information gail  disturbance on state | ONlY speciacasegossiblgwatrousod]

I Quantum security of many classical protocols unclear

''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''

- Some solvedwo09,HSS11,FKSZZ]3 ! ! Still a lot open:
' Zero-knowledgeproof of knowledgei ' Constantround Coinflipping
| Secure2-party computation 1 ldentification

______________________________________________________________________________________________________________________



1. Hash function: common heuristic fails?

—————————————————————————————————————————————————————————————————————————————————————————————

| Hashtunctions are everywhere:  Signaturemessagauthentication,

key derivation bitcoin E

| The Random Oracle (RO) heurlstlc widely used
1. Proving security properties of hash functions

I OLazyO sampling: decid®) on-the-fly
| Trivial :! is oneway, targetresistantf
2. Program RO: change ! !!l adaptively _
| Ease security proof of hasklased schemes Hash Function
(otherwiseimpossible ) !

I A quantum-accessible Random Oracle 10 T l NINIEG!

Nothing seems to work @




Proofs with Programmable RO

Quantum
Random -Oracle

| Full domain Hash | OK [Zhandry1}

m—)

I OAEP, Fujisaki-Okamoto | Variant OK [TarghiUO15]
I Original version & other conversions?

| Flat-Shamir Transformation | In general failsDFG13,ARU1E
| Special cases?



Programming a quantum RO

gy gy

~ Classical Quantum

Lemma : II(I | I)I II(III I)
M aslong as! OunpredictableO.

o

D PR except

I (III)I I




WhatOs ahead?

I An exciting & challenging field
| Many problems unsolved
I High risk with growing likelihood!

| Need a diverse workforce

I Mathematicians & theoretical computer scientists
I Classical & Quantum Algorithms, complexity

I (Modern) cryptographers, physicists & engineers
| Politicians?

Curtesy of cbcnews

"from the heart outwards"

Questions?



