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How do quantum attacks change 

classical cryptography? 

wCrypto-systems based on the hardness of factoring and 

discrete-log are broken 

Á Factoring and discrete-log are easy on a quantum computer [Shorô97] 

wRelaxé, there are ñhardò problems for quantum computers  

Á Lattices, code-based, multivariate equations,  

Á Super-singular elliptic curve isogenies 

Á é 

 
×Unfortunately, this is not the end of the storyé 
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wReductions may fail against quantum attackers (Even if ὒ is 

ñquantum-hardò) 

Á Many PQC only prove against classical attackers  
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What do We Mean by ñSecureò? 

ὔ ὴή 

ὴȟή 

ὃ breaks 

Encryption 

wProvable-security: need a proof, 

a.k.a. security reduction.  

Á Assume attacker ὃ breaks scheme ɩ,  

Á Construct ὄ from ὃ that solves a hard 

problem ὒ. 

ὄ 

wEx.1 Quantum Rewinding 

Á ὄ runs and rewinds ὃ  till heôs happy;  

Á Difficulty with quantum aux. state. 

× No-cloning! 

× Information gain Ą disturbance on ”. 

 

ⱬ 
? 

ὄ 

ὃ ὃ 

ÁSo far, only can do quantum rewinding in special cases [Wat09,Unr12].  
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wReductions may fail against quantum attackers (Even if ὒ is 

ñquantum-hardò) 

Á Many PQC only prove against classical attackers  
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What do We Mean by ñSecureò? 

ὔ ὴή 

ὴȟή 

ὃ breaks 

Encryption 

wProvable-security: need a proof, 

a.k.a. security reduction.  

Á Assume attacker ὃ breaks scheme ɩ,  

Á Construct ὄ from ὃ that solves a hard 

problem ὒ. 

ὄ 

wEx.2 Quantum Random Oracle 

Á Classical proofs often treat hash function Ὄ as a random oracle.  

× Evaluate Ὄ ĄQuery Ὄ on ὼ 

Á What if a quantum adversary makes superposition queries ВȿὼỚ? 

× Many classical tricks do not (immediately) work. 

× FYI: a line of beautiful works [Zhandryô12ô13,UnruhôCrypto14é] 
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Main Result: Characterize ñQuantum-Friendlyò reductions. 

wCase 1: Class-Respectful Reductions 

Á Common case: adversary has quantum inner working, classical 
interaction with outside world.   

Á Formalize sufficient conditions, simple to check. 

Á Application: (quantum-safe) one-way functions Ą Signatures 

× An efficient variant: XMSS [BHH11] (Motivation of this work) 

× Not surprising; just making routine work rigorous and easier  

wCase 2: Class-Translatable Reductions 

Á Unify a few previous works, e.g., Full-Domain Hash in QRO 
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What I Did in This Work 

Q: What classical security reductions can go through 

against quantum attacks?  

Side: Spell out Provable Quantum Security 

Á Before ñhowò, be clear ñwhatò to do to establish quantum security  



t 

6 

Review: Provable Classical Security 

C A 
ώ Ὢὼ 

One-Way Function Game Ὃ 

ὼᶰȩὪ ώ 

ὼ 

C B ώ 

ὼ 

A 

T 

RÅÄÕÃÔÉÏÎ Ὑ ὋȟὝȟὋᴂ 

C A 
ὴὯ 

Existential-Unforgeable Signature Ὃᴂ 

ά  

ίὯȟὴὯ 

„ Ὓ ά  

άᶻȟ„ᶻ valid? 

w Computational Assumption w Security Requirement 

w Security Reduction 

Want ύὃȟὋ ‭ᵼύὄȟὋ  ‏

Assume ύὃȟὋ ḧ0Òὃ ύὭὲί‏ 

Want ύὃȟὋᴂḧ0Òὃ ύὭὲί‭ 

Usually consider poly-

time adversaries 

Use Games to formalize the following: 
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Provable Quantum Security 

Ὃ 

Ὃᴂ 

Ὑ ὋȟὝȟὋᴂ 

Formalize Ὃᴂ   

Want ᶅ ὃᶰὗȟύὃȟὋᴂ ‭ 

Classical Quantum 

Does there exist Ὑ ὋȟὝȟὋᴂ, s.t.  

ὃᶅȟÌet ὄḧὝὃȟ  

ύὃȟὋ ‭ᵼύὄȟὋ   ‏

(consider quantum poly-time adversaries ╠ only) 

Formalize Ὃ 

Assume ᶅὃᶰὗȟύὃȟὋ  ‏

Decide what is proper in your setting 

e.g., allow quantum superposition queries? 

Every component needs a ñquantumò inspection 

Č 

Č 

Č 

ÁCase 1: Game-Preserving Ὃ Ὃ Ǫ Ὃ Ὃᴂ 
Å Classical games capture what quantum attackers can 

do, except for inner (quantum) computation power.  

ÁCase 2: Game-Updating Ὃ Ὃ and/or Ὃ Ὃ 
Å E.g., quantum RO, quantum-accessible signatures,é 

 




