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How doguantumattacks change

classical cryptography?

w Crypto-systems based on the hardness of factoring and
discretelog arebroken

A Factoringand discretdog are easy on a quantum compugeh[o ] 6 9 7

w Re | athe¥eardi h a prablems for guantum computers
A Lattices, codébased, multivariate equations,

A Supersingular elliptic curve isogenies p'q
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WhatdoWeMe an Dby nSe

w Provablesecurity: need a proof

a.k.a. securityeduction 0 breaks
< . Encryption
A Assume attackey breaks scheme, ,
A Construc from 0 thatsolves a hard nm
problemo.

w Reductions may fail againgtiantum attackerg&ven ifo is
A g ua +ard in

A ManyPQC only prove against classical attackers

w EX.1 Quantum Rewinding 6
A 6 runsandrewindd t i | | heﬁ__hap s
A Difficulty with quantum aux. state. <_$<%Z VHX%
x  No-cloning! 0 < R
x Information gainA disturbance ofi.
A So far, only can do quantum rewinding in special casegp,Unr12.




WhatdoWeMe an Dby nSe

w Provablesecurity: need a proof

a.k.a. securityeduction 0 breaks
< . Encryption
A Assume attackey breaks scheme, ,
A ConstrucH from 0 that solves a hard nm
problemo.

w Reductions may fail againgtiantum attackerg&ven ifo is
A g ua +ard in

A ManyPQC only prove against classical attackers
w Ex.2Quantum Random Oracle

A Classical proofs often treat hash functioms a random oracle.
x  EvaluatéOA Query'Oonw
A What if a quantum adversary makes superposition qUBEHES
X Many classical tricks do not (immediately) work.
X EYIl: aline of beautiful worksAhandr y6 12613, Unr uh o Gl
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What | Did in This Work

Q: What classical security reductions can go through

against quantum attacks?
MainResult: Char act efFira e nftQuwan tremn

w Case 1: ClasRespectful Reductions

A Commoncaseadversary has quantummer working classical
Interaction with outside world.

A Formalize sufficient conditions, simple to check.

A Application: (quanturrsafd oneway functionsp, Signatures
x  An efficient variant: XMSS BHH11] (Motivation of this work)
X Not surprising; just making routine work rigorous and easier

w Case 2: Clas3ranslatable Reductions
A Unify a few previous works, e.g., Ftllomain Hash in QRO

Side: Spell out Provable Quantum Security
A Beforen howo, be c | e eastablishguarduseécurityo d o
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Review: Provable Classical Security

UseGamedsto formalize the following:

w Computational Assumption

OneWay Function GaméO

Assumel (6O h 0 B U QF i

w Security Reduction

w Security Requirement

ExistentiatUnforgeable Signaturé®s
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Provable Quantum Security

Every componentneedsa fiquant umo

Classical _ Quantum _
= (consider quantum polime adversarieg- only)
Ly ~ Formalize
£ ° jal = lize O
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A Case 1: Gam®PreservingD ‘000 "Oee

A Classical games capture what guantum attackers
do, except for inner (quantum) computation powe

@A Case 2: GamélpdatingO "Oand/orO O

A E.g., quantum RO, quantuenc c e ssi bl e
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